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Abstract—In contemporary cloud architectures, an increasing
number of cloud service providers are adopting programmable
switches to deliver cloud network services (e.g., load-balanc-
ing gateways) for millions of tenants. The rate limiters are
essential for cloud networks to execute network policies such
as congestion control and traffic isolation on programmable
switches. Most existing rate limiters utilize the token bucket
algorithm, which suffers from scalability issues and substantial
control overhead, impacting bandwidth utilization. The WF2Q+
(Worst-case Fair Weighted Fair Queueing Plus) algorithm, known
for its scalability and accuracy, is gaining traction but faces
challenges on programmable switches. The hardware limitations
hinder key operations of WF2Q+ (sorting and scheduling) in a
single switch pipeline. This paper introduces DRAGONKING, a
novel rate-limiting system that enables WF2Q+ through a multi-
pipeline sorting and scheduling design. DRAGONKING enhances
scalability and throughput while maintaining high accuracy. It
achieves this by strategically balancing bandwidth across multiple
pipelines, allowing for timely packet scheduling. DRAGONKING
is implemented and evaluated on Barefoot Tofino switch. Results
show that DRAGONKING supports up to two million entries
and delivers line-rate throughput, achieving 1.9× improvements
compared with token bucket-based limiters. Moreover, it can
maintain over 99% accuracy, precisely enforcing rate limits from
10 Gbps to 100 Gbps.

Index Terms—Rate limiter, programmable switches, cloud
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I. INTRODUCTION

IN MODERN cloud architectures, an increasing number
of cloud service providers (CSPs) [1], [2], [3], [4], [5],

[6] are adopting programmable switches to deliver cloud
network services (e.g., physical-virtual gateways [2], load-
balancing gateways [6]). This trend is driven by the ability of
programmable switches to provide line-rate forwarding perfor-
mance (e.g., Tbps [7]) and high cost-effectiveness (e.g., 97.2%
cost reduction [8]).1 Programmable switches thus desire scal-
able, high-throughput and accurate rate limiters. Specifically,
rate limiters are essential for cloud networks to efficiently
implement network policies such as congestion control [9],
[10] and traffic isolation [11], [12] on programmable switches.
The rate limiters enforce specific flow rates to address the
challenges of the bursty and unpredictable traffic in data
centers [12], [13], [14], [15] and isolate traffic among users to
ensure stable application performance [16], [17], [18], which
is crucial for managing tens of thousands of flows in cloud
networks. Additionally, it is vital that these rate limiters should
maintain low forwarding overhead to prevent any reduction in
the throughput of programmable switches, as any slowdown
could impair overall performance.

There are already several rate limiters implemented on
programmable switches, and all of them use the token bucket
algorithm [19], [20], [21], [22]. In this algorithm, a packet
is forwarded only if there are sufficient tokens in the token
bucket; otherwise, it is dropped. These limiters typically use
either the switch ASIC’s (e.g., Tofino [7]) built-in meter
function [19] or manage tokens through a register for stateful
tracking [21], [22]. However, meter-based methods [19], [20]
struggle with scalability due to their high resource consump-
tion. For instance, each table entry requires 32 bytes to record
the bucket’s capacity and token rate, consuming about 70%
of the total entry space. These parameters are hardcoded in
the ASIC, limiting flexibility. Register-based methods [21],
[22], on the other hand, face low forwarding throughput issues
due to significant control traffic overhead needed to replenish
tokens.

Recently, WF2Q+ (Worst-case Fair Weighted Fair Queue-
ing Plus) [23] has gained significant attention and has been

1Decreasing 110/Gbps to 3/Gbps [8] compared with the server-based
approach.

2998-4157 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and
similar technologies. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Shenzhen University of Advanced Technology. Downloaded on February 25,2026 at 05:09:07 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0002-7833-6458
https://orcid.org/0000-0001-6133-407X
https://orcid.org/0000-0003-2587-6028
https://orcid.org/0000-0001-9480-0356


CHEN et al.: A SCALABLE AND HIGH-THROUGHPUT RATE LIMITER 3227

Fig. 1. The pipeline flow of the typical programmable switch ASIC, i.e.,
Tofino. The hardware constraints (e.g., unprogrammable parts) limit Tofino’s
ability to support arbitrary packet ordering (e.g., storing) in the two buffers.

utilized in various cloud scenarios [11], [24], [25] to achieve
scalable and accurate rate limiting. WF2Q+ is an accurate
and classic time-based rate-limiting algorithm [23]. The key
idea of WF2Q+ is to compute the Virtual Start Time (VST)
and Virtual Finish Time (VFT) for each packet and then sort
packets based on VFT. The packet with the smallest VFT is
then scheduled to be forwarded first [23]. Although WF2Q+
has been successfully adapted to RNIC (RDMA NIC) [11] for
scalable and accurate rate limiting, it cannot be directly applied
on programmable switches. The main challenge is that the key
operations of WF2Q+ (i.e., sorting and scheduling) require
programmable support of the packet buffer, e.g., the packet
reordering and fetching, which are not supported on the switch
ASIC (e.g., Tofino [7]). Figure 1 shows that Tofino processes
packets in a match-action manner for line-rate forwarding,
which is the typical behavior of one of its four switch pipelines
[1]. Packets enter and exit the two primary buffers (i.e., Ingress
buffer and Traffic manager buffer) in FIFO order [7], which
are unprogrammable.

To overcome these limitations, we propose a system called
DRAGONKING,2 which achieves the scalable, high-throughput
and accurate rate limiter, by enabling WF2Q+ on program-
mable switches (e.g., Tofino [7]) for cloud networks. Instead
of sorting and scheduling in a single unprogrammable pipeline
buffer, we propose to implement a group-level sorting in
the programmable control component across multiple pipeline
buffers. At this core, DRAGONKING renovates the workflow
of the rate limiter from the packet-level sorting to the group-
level sorting while maintaining high accuracy by carefully
managing the number of packets in each pipeline buffer.

Specifically, 1) to achieve the scalability, DRAGONKING
first significantly reduces the entry size by maintaining only
two necessary parameters, i.e., the limited rate and the last
finish time of packet (reduced by up to 57% as stated in
Section III-B). Additionally, a co-designed table placement
approach for both ingress and egress is proposed to further
enhance scalability. 2) To achieve the high-throughput,
DRAGONKING strategically balances bandwidth utilization
across multiple pipelines to maintain consistent data flow
and prevent buffer overflows and packet drops. This careful
management of resources ensures that the system can handle
high traffic volumes efficiently (Section III-C). 3) To maintain
the high accuracy, DRAGONKING actively manages the
timing of packet transmissions to prevent missed deadlines. It

2In ancient Chinese mythology, DRAGONKING is the deity responsible for
controlling the traffic of rain, similar to the capability of rate limiting in
communication traffic.

adaptively relocates packets from pipelines scheduled for later
transmission to earlier ones. This strategy ensures that packets
are processed promptly, aligning closely with their scheduled
transmission times, thus maintaining strict adherence to rate
limits (Section III-D).

We implement and evaluate a DRAGONKING prototype on
Barefoot Tofino switch [26], demonstrating its capability to
achieve the scalability, high-throughput and high accuracy at
the same time (Section V). The evaluation shows that in one
Tofino switch, DRAGONKING can support two million limiter
entries, and line-rate forwarding throughput, achieving 1.9×
improvements at most compared with the token bucket-based
approaches [19], [21], [22]. In the meantime, DRAGONKING
can preserve high accuracy as 99%+, precisely enforcing rate
limits from 10 Gbps to 100 Gbps.

This paper makes the following contributions:
• We analyze and identify performance issues in previous

works and reveal that the root cause stems from the
design choice of the rate-limiting algorithm (i.e., token
bucket). The mechanism of tracking bucket status results
in a large entry size, which diminishes scalability. The
process of token addition generates excessive control
traffic, reducing the forwarding throughput (X II-C).

• We design DRAGONKING, a WF2Q+ enabled rate limiter
for programmable switches. DRAGONKING addresses
the challenges of implementing the core components of
WF2Q+ (e.g., packet sorting) on programmable switches
by proposing a multi-pipeline-based sorting and schedul-
ing approach. It overcomes the hardware constraint that
prevents packets in the buffers of a single pipeline from
being directly reordered (see Section III).

• We implement a DRAGONKING prototype on the Tofino
switch [26]. Experiments demonstrate that DRAGONK-
ING achieves our design goals of scalability, high-
throughput and high accuracy (X IV and X V).

This work does not raise any ethical issues.

II. BACKGROUND AND MOTIVATIONS

In this section, we first introduce the role of rate limiters
in programmable switches used within cloud networks and
outline their desired key features. Next, we examine the
limitations of existing approaches. Finally, we present our
insight and key ideas.

A. The Importance of Rate Limiting in Programmable
Switches for Cloud Networks

In cloud networks, rate limiters are essential for cloud
service providers (CSPs) to manage data flow efficiently [11],
[25], [27]. Programmable switches, known for their high for-
warding performance and cost-effectiveness, are increasingly
favored for deploying cloud services [1], [2], [3], [4], [5],
[6], [8], [28], [29], [30]. By integrating rate limiters into
these programmable switches, CSPs can maintain this cost-
effectiveness while enhancing service quality.

Rate limiting on programmable switches aids in: 1) Uphold-
ing Service Level Agreements (SLAs) to ensure fair bandwidth
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distribution among tenants and service instances (Sec-
tion II-A1), 2) Managing congestion (Section II-A2), 3)
Mitigating potential network attacks (Section II-A3).

1) SLA Guarantee and Traffic Isolation: In scenarios where
multiple tenants subscribe to a cloud gateway, the rate-limiting
becomes paramount. This mechanism ensures that each tenant
achieves the network performance metrics specified in their
respective SLAs. These agreements typically define parameters
such as bandwidth, latency, and packet loss rate [10], [11].

By implementing the rate-limiting, CSPs can prevent any
single tenant from monopolizing excessive resources, thereby
achieving effective traffic isolation. This strategy has been
widely adopted by renowned cloud service providers such as
Tencent [31], and Alibaba [32].

2) Traffic Shaping and Congestion Control: By limiting
the transmission rate of specific traffic, the cloud gateway
can smooth traffic bursts, thereby avoiding congestion [9].
For example, in the context of load-balancing gateways
(LB), which distribute network traffic across multiple backend
servers [33], rate limiters are employed to prevent server over-
load and moderate traffic surges [6]. The absence of effective
rate limiting can lead to prolonged system response times
and potential service disruptions, critically compromising user
experience [9].

3) Network Attack Mitigation: Rate limiting also plays an
important role in cloud gateway attack defense. It can prevent
network resources from being exhausted by malicious traffic
or overloaded by legitimate traffic [12], [27]. For example,
PSP (Proactive Surge Protection) [12] actively manages net-
work traffic through bandwidth isolation and priority control
to defend against DDoS attacks. It utilizes rate limiting to
dynamically control traffic of different priorities, particularly
prioritizing the dropping of low-priority traffic when network
capacity is limited. Through this approach, PSP can signif-
icantly reduce up to 97.58% of packet loss and 90.36% of
traffic loss when an attack occurs.

B. The Desired Features for Rate Limiters on Programmable
Switches

In cloud networks, the programmable switches desire a rate
limiter to be scalable, high-throughput, and accurate:
• Scalable. The rate limiter must support rate limiting for

millions of flows at programmable switches, considering
the scale of tenants.

• High-throughput. The rate limiter should impose mini-
mal impact on forwarding performance while maintaining
high transmission throughput.

• Accurate. The rate limiter should precisely enforce the
given rate on each flow and inject inter-packet gaps to
smooth the traffic, preventing bursts.

C. Existing Works and Limitations

1) Token Bucket-Based Rate Limiter: The token bucket
algorithm [23], [34], [35] is widely used in programmable
switches [20], [21], [22] due to its simplicity and effectiveness
in achieving rate limiting. It regulates packet flow based on
token availability in two buckets: the Committed Bucket (CB)

and either the Excess Bucket (EB) [35] or the Peak Bucket
(PB) [34], as defined in RFC-2697 (Single Rate Three Color
Marker) [35] and RFC-2698 (Two Rate Three Color Marker)
[34]. According to RFC-2697 [35], packets first attempt to
obtain tokens from the CB. If sufficient tokens are available,
the packet is marked green; otherwise, it is marked yellow,
and the algorithm proceeds to draw from the EB. If the EB
is also depleted, the packet is marked red. Green packets
are forwarded immediately, while yellow or red packets may
be dropped depending on the rate limiter’s policy, ensuring
effective traffic control. The key difference between RFC-2697
[35] and RFC-2698 [34] is that RFC-2697 uses a single token
rate CIR (Committed Information Rate) for both CB and EB,
while RFC-2698 adds a separate rate PIR (Peak Information
Rate) for the PB, allowing more flexible regulation.

2) The Implementation of Commercial Hardware: The
programmable switch ASIC Tofino [7] has a built-in imple-
mentation of the token bucket function, which complies with
the standards of RFC-2698 [21], [34], [36]. The built-in meter
function provides four parameters that can be modified by
the switch control plane to adjust the limited rate, namely
CIR, CBS (Committed Burst Size, the size to CB), PIR, and
PBS (Peak Burst Size, the size to PB). For each flow that
is rate-limited, the meter periodically adds tokens to token
buckets according to the set rate of CIR/PIR. When the data
plane receives a packet, if it hits a rate-limiting entry, it will
consume the number of tokens corresponding to the number
of bytes of that packet and assign different colors to the packet
accordingly. The gateway can decide to drop or forward the
packet based on the color.

Performance issues. When employing the meter in a rate-
limiting table, four token bucket parameters are automatically
included with each table entry [7]. The length of these param-
eters is fixed by the ASIC and is unchangeable, leading to
longer table entries. For example, a table entry that uses a five-
tuple for the rate-limiting match key, combined with the four
token bucket parameters as the action data, occupies 45 bytes.3

On a standard Tofino chip equipped with four pipelines [1],
such a setup restricts support to only a few hundred thousand
rate limiters within a typical gateway, like the load balance
gateway ConWeave [37] as we evaluated in Section V.

To expand the scale of rate limiters, Wang et al. [21] utilize
the register functionality of the Tofino chip to implement
the token bucket algorithm RFC-2698. While this approach
enhances the capacity, it also requires the use of additional
control packets to replenish tokens. These packets add tokens
but consume the switch’s forwarding bandwidth. This con-
sumption substantially reduces the programmable switch’s
throughput. For example, the smallest token addition TCP
packet, measuring 55 bytes,4 can use up at least 43% of
the link bandwidth [21]. SwRL [22] also utilizes register to
implement the token bucket algorithm RFC-2698. It eliminates
the token addition control traffic by utilizing the time intervals

3Including 13 bytes for the five-tuple (source address, destination address,
source port, destination port, and protocol) and 32 bytes for the token bucket
parameters (CIR, CBS, PIR, PBS).

4Including a 14-byte Ethernet header, a 20-byte IP header, and a 21-byte
TCP header.
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Fig. 2. The procedure of WF2Q+. VST is the virtual start time; LFT denotes
the last finish time of a flow, which represents the flow’s final virtual finish
time; CurT is the current time; VFT is the virtual finish time; L is the length
of the packet; R is the limited rate of this packet.

between consecutive packet arrivals to compute token accu-
mulation for enforcing rate limits. However, it still incurs a
significant overhead (nearly 37 bytes per entry5) to record the
necessary information for performing the above transforma-
tion.

3) Recent Studies: WF2Q+ (Worst-case Fair Weighted Fair
Queueing Plus) [23] is an accurate and classic time-based rate
limiting algorithm, widely adopted in rate limiters to achieve
scalability and accuracy [24]. Essentially, WF2Q+ computes
the Virtual Start Time (VST) and the Virtual Finish Time
(VFT) for each packet within a flow. It then schedules the
flow whose leading packet has the smallest VFT, and the VST
is less than the current time [23] (As shown in Figure 2).
Theoretically, WF2Q+ effectively controls the traffic rate per
flow and guarantees bounded transmission delays for each
packet. Thus, WF2Q+ is widely considered accurate [11],
[23], [24].

SENIC [24] and PIEO [23] implement WF2Q+ by sorting
the VFT of packets, where only the first packet is sent out each
time, impacting the throughput. To improve the transmission
efficiency, Tassel [11] transmits multiple packets after sorting
all flows, thereby maintaining accuracy and scalability.

Limitations. However, the optimizations and implemen-
tations of existing works concerning WF2Q+ are primarily
based on FPGA or server platforms and do not address the
challenges of implementing WF2Q+ on the programmable
switch platform, e.g., Tofino ASIC [7]. The core capabilities
required for implementing WF2Q+ include: First, adjusting
the packet order in the buffer as needed (e.g., sorting packets
based on their VFT); Second, indexing packets by memory
address (e.g., retrieving leading packets for transmission).
Unfortunately, these functionalities do not apply to Tofino [7].

D. Basis of Tofino ASIC

Programmable switch registers: Modern programmable
switches, such as the Barefoot Tofino, incorporate stateful
storage elements known as registers. These registers function
as on-chip memory, enabling the persistent storage of flow-
related state information (e.g., counters, flags, or timestamps)
across packet processing cycles. Accessible at line rate within
the match-action pipeline, registers allow the data plane to
perform complex, per-packet computations beyond simple
stateless lookups.

5This includes 13 bytes for the five-tuple and an additional 24 bytes for
the token bucket parameters, specifically an 8-byte CIR and an 8-byte PIR
to convert the time intervals into tokens, and an 8-byte variable to record the
current amount of accumulated tokens.

Fig. 3. The key idea of packet grouping and packet sliding to achieve the
sorting and scheduling..

Cross-pipeline constraints: The Tofino architecture is orga-
nized into multiple parallel processing pipelines. Although
state information can be shared between pipelines by embed-
ding it in packet headers, strict limitations govern the
permissible transit paths. Specifically, a packet can directly
move only from the Ingress stage of one pipeline to the Egress
stage of another. If a packet reaches the Egress of a pipeline
and still requires further processing in a different pipeline,
it must first loop back to the Ingress of the same pipeline
before it can be forwarded to the target pipeline’s Egress. This
constraint fundamentally limits the available mechanisms for
cross-pipeline state sharing and has significant implications for
the design of packet processing and scheduling algorithms.

E. Insight and Key Idea

Instead of sorting and scheduling through modifying the
packet order in a single pipeline buffer, which is unpro-
grammable in Tofino ASIC, we propose to implement a
group-level sorting in the programmable control component
by arranging packets into multiple pipeline buffers. At this
core, DRAGONKING renovates the workflow of the rate limiter
from the packet-level sorting to the group-level sorting while
maintaining high accuracy by carefully managing the number
of packets in each pipeline buffer. Specifically, there are two
core components (i.e., the packet grouping and the packet
sliding) to achieve the above group-level sorting.

Packet grouping. As depicted in Figure 3-(a), after the VFT
of each incoming packet is calculated based on WF2Q+, the
gate module directs packets into different pipelines according
to their VFT range (e.g., achieving the sorting). Pipeline
zero functions as the head queue, dispatching packets whose
VST aligns with the current transmission time (e.g., achieving
the scheduling). For instance, as shown in Figure 3-(a), two
packets with a VFT greater than T2 are buffered in pipeline
two. Meanwhile, one packet remains in pipeline one because
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Fig. 4. The overview of DRAGONKING architecture.

its VST has not yet been reached, while another eligible packet
is transmitted.

Packet sliding. DRAGONKING actively manages the timing
of packet transmissions to prevent missed deadlines. When
specific conditions are met (such as a packet nearing its
transmission deadline), the timing boundaries for the VFT in
each pipeline are updated. Consequently, packets are system-
atically transferred from later pipelines (i.e., pipelines one to
three) to the earlier pipeline (i.e., pipeline zero) that is ready
for dispatch. This process facilitates effective scheduling, as
illustrated in Figure 3-(b).

III. DRAGONKING DESIGN

Based on the above insight analysis, we design DRAGONK-
ING, a scalable, high-throughput and accurate rate limiter on
programmable switches for cloud networks. In this section, we
detail the design of DRAGONKING.

A. Overview

Scalability. Scaling rate limiting on programmable switches
involves two critical challenges: reducing the per-entry mem-
ory footprint and optimizing table allocation across pipeline
stages. In traditional token-bucket-based schemes [19], [20],
a meter entry must hold four parameters (for example, CIR,
CBS, PIR, and PBS), consuming 45 bytes per entry. In
contrast, our WF2Q+-based approach distills the necessary
state into just two parameters (i.e., the limited rate and the
last finish time), thereby reducing the entry length of the
rate limiter table to 19 bytes. This total consists of a 13-byte
key (the 5-tuple) combined with a 6-byte value represent-
ing the two state parameters, which saves over 57% of the
memory cost and nearly doubles the number of rate limiter
entries on the same hardware. The entries are updated by the
Limiter Control module as shown in Figure 4. Furthermore,
we carefully position the key tables (i.e., rate limiter table,
gate table, and scheduler table) in the programmable switch’s
pipeline to reduce wasted memory caused by table dependen-
cies, ensuring high SRAM/MAPRAM utilization and minimal
bandwidth overhead (details are provided in Section III-B).

High throughput. In DRAGONKING, the switch ASIC’s
gate table performs group-level packet sorting while the
CPU-based Packet Group Control module dynamically adjusts

Fig. 5. Rate limiter table design comparison. For the token-bucket-based
limiter table, four parameters are required to record the status of buckets,
which occupy large memory. By enabling WF2Q+ on programmable switches,
DRAGONKING can significantly reduce the entry size of the limiter table by
50%+, achieving 2× scalability.

time windows across pipelines (as shown in Figure 4). By
recording the expected transmission times of packets instead
of relying on extra control packets, DRAGONKING eliminates
unnecessary overhead. At the same time, its bandwidth-aware
mechanism continuously monitors pipeline utilization and
intelligently redistributes packets to balance load and prevent
buffer overflows. These strategies enable DRAGONKING to
boost throughput by at least 43% over the existing method
[21], as detailed in Section III-C.

Accurate. The scheduler table is designed to determine the
actions for received packets, for example, whether to send
them out, recirculate them, or drop them. It is crucial to
carefully design the scheduling strategy to maintain high rate
limiting accuracy. By default, pipeline zero, referred to as
the front-pipeline, acts as the external physical port of the
switch, forwarding packets that are approaching their expected
transmission time. Packets directed to the remaining pipelines
(termed backend-pipelines) are set for recirculation. To achieve
high accuracy, packets buffered in the backend-pipelines that
are nearing their scheduled transmission time (VST) must
be transferred to the front-pipeline in a timely manner. As
detailed in Section III-D, we formulate this scheduling task
as a queuing problem to minimize the discrepancy between
actual and expected transmission times. By carefully adjusting
the duration T0 of the front-pipeline to account for the VST,
we achieve a rate limiting accuracy of 99% (as evaluated in
Section V-C).

B. Scalability: Efficient Table Design

1) Table Layout: Figure 5 compares the rate limiter table
layout between the token-bucket-based approach and the
WF2Q+-based approach implemented in DRAGONKING.
Existing works utilize the function meter (provided by the
switch ASIC Tofino [7]) to achieve the token-bucket-based rate
limiting, which supports the Two-Rate-Three-Color-Marker
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Fig. 6. Relationship between three tables, i.e., rate limiter table, gate table
and scheduler table.

algorithm [34]. However, meter consumes 32 bytes to record
the status of buckets (i.e., CIR, CBS, PIR, and PBS) following
the standard definition [34], resulting in 45 bytes for each
limiting entry. Note that for RegMeter [21] and SwRL [22],
we let all of the flows share the same CBS/PBS to save the
memory. The CBC (Committed Bucket Counter) and PBC
(Peak Bucket Counter) are the two counters to record the
current number of accumulated tokens in RegMeter [21].

As a comparison, by enabling WF2Q+ on programmable
switches, DRAGONKING involves only two parameters in
the value field, i.e., the limited rate (2 bytes) and the last
finish time (LFT) of the received flow (4 bytes). The LFT
indicates the latest VFT of the flow, and the transmission time
of subsequent packets should start from the LFT, such that
the rate of the flow is limited. The VFT for each packet
is calculated by dividing the packet length by the limited
rate (note that the Tofino ASIC does not support division
operations directly; we accomplish this through a division
results matching table, as detailed in the implementation
Section IV). The final entry length for the rate limiter table
has been optimized to 19 bytes, which is 57% shorter than the
token-bucket-based approach, leading to 1.9× improvement of
the scalability as evaluated in Section V-A.

2) Efficient Table Allocation: As depicted in Figure 4,
DRAGONKING incorporates three key tables to implement
the WF2Q+ algorithm, with the logical relationships shown
in Figure 6. In the rate limiter table, when the five-tuple of
the received packet matches a limiter entry, its VFT vfti
is updated by taking the maximum of LFT and the current
time Tcur, then adding the quotient of the packet length L
and the limited rate R. Subsequently, in the gate table, the
corresponding pipeline is determined based on the matched
VFT range. For instance, flow1, which matches a time range
where the vft is lower than D0, will be sent to pipeline zero;
while flow2, matching a time range where the vft is greater
than D − 2, will be directed to pipeline three. Finally, the
scheduler table determines the transmission behaviors (i.e.,
send out, recirculation, or drop) based on the targeted pipeline
and whether the VST of the packet is reached at the current
time.

As a straightforward method, we can put all tables (i.e.,
rate limiter table, gate table, scheduler table) in the ingress
(as shown in Figure 7(a)). However, these tables have a data
dependency (i.e., the action executed relies on the matching
result of the previous entry), leading to a separate allocation
of the three tables into different stages [4], it results in low
SRAM utilizations (<10%), harmfully lowering the memory
efficiency. As a candidate, we can move the two smaller

tables to the egress, as shown in Figure 7(b). Due to the
cross-pipeline constraints in Tofino [7], packets that need to
be cached on back-end pipelines must be recirculated to the
ingress of the front-pipeline.

Considering the above justifications, we propose to place the
gate table and the scheduler table to the backend-pipelines’
egress, while only reserving the scheduler table in the front-
pipeline to determine the packets’ transmission behaviors
(as shown in Figure 7(c)). Packets are first redirected to
the backend-pipelines without consuming front-pipeline band-
width, which is set to be associated with the switch ports to
receive traffic from other servers. In this way, we achieve high
scalability without consuming extra bandwidth.

C. High-Throughput: Bandwidth-Aware Packet Redistribution

To achieve high throughput in a rate limiter, it is essential
to minimize the use of extra control packets that consume
forwarding capacity. Carefully monitoring the packet buffer
status across all pipelines is also crucial to prevent buffer
overflow, which can lead to packet drops and throughput
degradation [23].

Eliminate control traffic overhead: by implementing
WF2Q+ on the Tofino ASIC, DRAGONKING eliminates the
overhead of control packets used in the token bucket-based
approach for adding tokens, thereby preserving the gateway’s
throughput.

Buffer overflow management: to address potential buffer
overflow in pipelines, we propose a bandwidth-aware approach
that reallocates packets among pipelines to even out buffer full-
ness. DRAGONKING first periodically collects the bandwidth
of all pipelines and then redistributes packets accordingly,
e.g., reducing the time duration in pipelines expected to have
high traffic volume and increasing them in pipelines with
anticipated lower traffic loads. This strategy helps balance
the bandwidth utilization across pipelines and reduces the
likelihood of overflow. Packet redistribution is facilitated by
adjusting the time boundary in the gate table.

Figure 8 illustrates the process of updating the time bound-
ary in the gate table. When the time-boundary updating timer
Tb expires, the control plane on the switch CPU retrieves the
current bandwidth Bi from the counters in each pipeline, as
recorded in the statis table. The timer Tb should be carefully
set to timely detect potential buffer overflows. Because we
need to update the entries of gate table to perform the
packet redistribution, therefore, Tb is highly restricted by the
entry update rate. The table entry update rate can achieve to
approximately 2M/s [6], indicating a minimal timer with 5µs.
According to existing studies [38], [39], over 90% of inter-
burst periods last more than 50µs, therefore, 5µs is sufficiently
short to monitor the potential traffic bursts. Given the collected
bandwidth Bi, DRAGONKING then estimates the bandwidth
variances Vi. The packet redistribution occurs only when a
pipeline’s bandwidth variance surpasses a threshold to prevent
frequent packet movements between pipelines. Finally, the
control plane updates the time boundary in the gate table
accordingly.

Algorithm 1 outlines the key procedure for bandwidth-
aware packet redistribution. Let B0, B1, B2, and B3 denote
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Fig. 7. Table allocation strategy comparisons. DRAGONKING utilizes the strategy (c) of ingress&egress co-designed table placement approach to achieve a
high memory efficiency and low bandwidth overhead. The packet flow for two typical scenarios is illustrated using the three strategies above: 1) packets are
directly forwarded through the front-pipeline zero; 2) packets are redirected to backend-pipelines for temporary caching.

Fig. 8. The procedure of adjusting packet groups through updating time
boundaries.

Algorithm 1 Bandwidth-Aware Packet Redistribution
Input: B0, B1, B2, B3

Output: D0, D1, D2, D3

1: is update need ← False
2: [V0, V1, V2, V3] ← est variance of each pipeline(B0,
B1, B2, B3)

3: if Vi ≥ δv , ∀i ∈ {0, 1, 2, 3} then
4: is update need ← True
5: end if
6: if is update need then
7: total←

∑N−1
i=0

(
1− B̂i

)
8: cumulative← 0
9: for i = 0 to N − 1 do

10: Ti ← T · 1−B̂i

total
11: cumulative← cumulative+ Ti
12: Di ← Tbeg + cumulative
13: end for
14: Tbeg ← Tbeg + T0
15: end if

the collected bandwidth for each pipeline, let N denote the
number of pipelines (which is four in Tofino [4]), and let T
denote the total time duration for all pipelines.

For the collected bandwidth Bi, we first perform a normal-
ization for conveniently calculation, i.e., B̂i = Bi/Bcap, B̂i ∈
[0, 1]. Where Bcap is the maximum bandwidth for each
pipeline. B̂i is the normalized bandwidth utilization ratio for
the pipeline i. When the variance in bandwidth utilization
(i.e., V0, V1, V2, V3) among the four monitored pipelines

exceeds the specified threshold δv (line 2), the algorithm is
labeled to perform the bandwidth-aware packet redistribution
(line 3 to 4). This process evenly redistributes data among the
pipelines, reducing the risk of overflow in any single pipeline.
T is the difference between the minimal VFT and the

max VFT, which can be directly fetched from the switch
ASIC. Initially, T is set to four times Tb, indicating an equal
distribution across all pipelines. Initially, T is set to 4× 5µs,
with each pipeline assigned a 5µs time window to ensure
equal distribution. We choose this value to keep the number of
packets in the front-pipeline as low as possible while balancing
all pipelines. The front-pipeline holds packets closest to their
scheduled send time. If too many packets accumulate in the
front-pipeline, the switch can only forward them in FIFO order
because of hardware constraints. This increases the likelihood
of missed deadlines and reduces rate limiting accuracy. Thus,
this initial setting improves rate limiting precision and achieves
balanced load distribution.

Then the time duration Ti for each pipeline i is inferred as
follows:

Ti = T
1− B̂i∑N
j=0 1− B̂j

, if 0 ≤ i < N− 1, (1)

Based on the above inferred time duration, the time-
boundary is computed as detailed in lines 6 to 14 of
Algorithm 1. Tbeg serves as an earliest virtual start time (VST)
point of all packets cached in the front-pipeline. Initially, Tbeg
is set to the current time Tcur, and is updated to Tbeg + T0
following the packet slide time Tslide. Since the packet slide
action relies on entry updates, we set Tslide to the minimal
update period of 5µs to ensure that cached packets do not
experience excessive delays before being sent. The packet
redistribution will be performed on-demand after the packet
slide. Di and Di+1 denote the start and end time points of
the corresponding time duration for pipeline i, respectively.
These values are employed as keys in a range-type gate table
to specify the VFT time range required for matching packets
(line 12).

D. Accurate: Virtual-Start-Time-Aware Scheduling

To achieve high accuracy, it is crucial to let the permitted
packets (e.g., the current time is larger or equal to the VST of
packets) be transmitted out timely. Especially to avoid leaving
packets cached in the backend-pipelines for an extended
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Fig. 9. The procedure of adaptively scheduling packets based on the observed
minimal VST of each pipeline, the bandwidth utilization ratio and the packet
length.

period. A straightforward approach is to enlarge the time
duration T0 of the front-pipeline, such that the transmission
time of packets in the backend-pipelines can be expedited.
However, when too many packets are cached in the front-
pipeline, it may degrade the rate-limiting accuracy due to the
potentially increased queuing delay in the front-pipeline. To
determine an appropriate time duration T0, we formulate the
above problem using a queuing model.

1) Problem Formulation: Given the probability that packets
are distributed into the front-pipeline P0(T0), the expected
packet forwarding delay in the front-pipeline W0, and the
average waiting delay d when packets are distributed into
the backend-pipelines, then the optimization goal can be
formulated as minimizing the average queuing delay A:

min A = P0(T0) ·W0 + (1− P0(T0)) · d
subject to Bi < Bcap,∀i ∈ {0, 1, 2, 3}. (2)

P0(T0) is estimated as the ratio of Tslide to the total time
duration T , i.e., P0(T0) = Tslide

T . The value of W0 is
approximated using the classic Pollaczek–Khinchine equation
[40]. Given the queuing utilization ratio ρ, W0 is estimated as
α · ρ

1−ρ . The utilization ratio ρ is calculated as the product of
the arrival rate λ and the average service time s. Both λ and s
can be obtained online from the switch ASIC. The parameter
α represents the coefficient of variation for service time. This
parameter is fitted in our simulation environment using real-
world data center traffic traces [38].

2) Parameter Acquisition: In addition to T0 and the coeffi-
cient of variation α, all other parameters can be obtained from
the statis table of the switch ASIC, as shown in Figure 9. The
arrival rate λ is calculated as the ratio of the front-pipeline’s
bandwidth B0 to the total bandwidth of all four pipelines.
This is expressed as B0/

∑N
j=0Bj . The average service time

s is computed as the ratio of the average packet length lave
to the accumulated limiting rate raccu. The average packet
length lave is obtained directly from the counter function of
the Tofino ASIC, with the PACKETS AND BYTES option

enabled [7]. The accumulated limiting rate raccu is the sum
of the rates of all limiters stored in the control plane. The
value of d is inferred from the minimal VST of the backend
pipelines, Tminvst = min(T ivst,∀i ∈ {1, 2, 3}). The details are
shown below:

Td = Tcur + Tslide − Tminvst , (3)

d =

{
Td if Td > 0,

0 else.
(4)

3) Packet Scheduling Strategy: Once all the above param-
eters are obtained from the switch ASIC, the minimization
goal in equation (2) can be simplified as follows while the
constraints stay the same.

min A′ = β · T0 + d (5)

Here, β is defined as the difference between W0 and d.
When β > 0, it indicates that too many packets are cached
in the front-pipeline, and the time duration T0 should be
reduced. Conversely, when β ≤ 0, there may be more potential
deadline-missing packets cached in the backend-pipelines. In
this case, T0 should be increased to allow more packets to
move forward to the front pipeline. To prevent excessive jitter
of T0, updates are made only when |β| exceeds a certain
threshold h. We also use |β| to control the step size δ when
updating T0. This approach helps to better adapt to the current
scheduling strategy. Both the step size δ and the threshold h are
estimated empirically. Specifically, T0 is updated as follows:

T ′0 =

{
T0 + δ · β if |β| > h,

T0 else.
(6)

Therefore, in the Algorithm 1, we replace estimation of the
time duration T0 with T ′0 with the above approach. While the
rest time duration still follows the procedure of Algorithm 1
in lines 6 to 14.

IV. IMPLEMENTATION

In this section, we explain how the design principles from
Section III are implemented on the Barefoot Tofino switch.
Our approach converts the efficient table design, multi-pipeline
grouping with a sliding mechanism, and VST-aware schedul-
ing algorithm into a P4 data plane program and corresponding
CPU control plane logic. The P4 program organizes table
entries and manages metadata for multi-pipeline sorting and
scheduling, while the CPU control plane updates rate lim-
iter entries, coordinates packet group control, and executes
VST-aware scheduling.

We built a P4 prototype of DRAGONKING and compiled it
on a programmable switch ASIC. We also integrate DRAG-
ONKING into a production programmable gateway ConWeave
[37] to evaluate the end-to-end performance. ConWeave [37]
implements a typical load balance gateway for the RDMA
networks in approximately 3,500+ lines of P4 code. We added
about 500 lines of P4 code to implement all tables and
metadata required by DRAGONKING.

Data Plane on Switch ASIC. We implement the
rate limiter table as an exact-match table that stores the rate
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limit parameter (Rate) and the last finish time (LFT) for each
flow. Since Tofino does not support division, we calculate
each packet’s expected sending time in the control plane using
a small table, pkt epased time table, whose key consists of
Rate and packet length (Len). The gate table is implemented
as a range-match table with the timing boundary as its key,
while the scheduler table is an exact-match table that deter-
mines whether a packet should be recirculated or transmitted.
Multiple pipelines can be employed for packet buffering; in
the Tofino architecture, packet headers are processed in the
pipeline and payloads are stored in an internal buffer. During
recirculation, the payload is not replicated but is referenced
by a pointer that identifies its location in the buffer, and when
the scheduled transmission time arrives, the pipeline retrieves
the packet header and its associated payload from the buffer,
merges them, and transmits the complete packet.

To ensure atomic updates on the data plane, our sys-
tem relies on the Tofino chip that guarantees the atomicity
of single table entry updates. For example, updates to the
rate limiter table and scheduler table are performed without
inconsistencies. In cases where the slide operation triggers
simultaneous updates of multiple range table entries in the
gate table, we update entries sequentially from the lower time
interval (e.g., the entry covering [∼, D0]) to the higher time
interval (e.g., the entry covering [D2, ∼]). Newly updated
entries are assigned a higher MATCH_PRIORITY value so that
when time intervals overlap, the most recent entry is matched.
This procedure guarantees that every packet finds a matching
entry and is not dropped due to a mismatch.

Control Plane on Switch CPU. We implement a control
plane in the switch software for the Limiter Control, the
Packet Group Control and the Packet Scheduler Control. The
Limiter Control module targets the add/del/modify/query of
the rate limiter table. The Packet Group Control module
targets at adaptively balancing the bandwidth utilization across
backend-pipelines, while the Packet Schedule Control model
targets at updating the front-pipeline window T0 to achieve
high limiting accuracy. We implement the entry update action
using the Runtime API rather than gRPC, to achieve an
approximately 2M/s table entries update rate [6].

The control plane employs a multi-threaded design that
avoids resource contention by not sharing data structures
among threads. The Limiter Control module runs in a ded-
icated thread to exclusively process user rate limiting requests
and, for each specified five-tuple flow, installs the correspond-
ing rate limiting entry into the data plane’s rate limiter table.
This module is operationally isolated from the other func-
tionalities. The Packet Group Control and Packet Schedule
Control modules execute sequentially within a single thread.
At the end of each bandwidth monitoring window, the Packet
Schedule Control module first performs the VST-aware T0
window optimization, and the Packet Group Control module
subsequently determines whether to perform backend pipeline
bandwidth load balancing. If required, the update is executed
according to Algorithm 1; otherwise the T0 window size is
adjusted, and the gate table is updated accordingly.

Parameter α fitness. In this study, we adopt the previously
derived formula for the expected packet forwarding delay in

the front-pipeline: W0 = α · ρ
1−ρ , where the utilization ρ

is defined as ρ = λ · s and the average service time is
s = Tast

Past
out

. Here, Tast denotes the period during which the
control plane periodically retrieves the number of packets
forwarded (P astout ) from the data plane, and λ is determined
by the number of packets received (P astin ) in that period.
To capture these periodic metrics, we deploy two statistical
tables at the front-pipeline: Ingress_statis_table at
the Ingress and Egress_statis_table at the Egress.
Both tables use the designated port ID as the key and a Direct-
Counter (configured in PACKETS AND BYTES mode) as
the value to concurrently count packet numbers and forwarded
bytes.

To measure the actual per-packet delay W0 in the
switch, we further deploy two timestamp recording
tables at the front-pipeline: Ingress_time_table
and Egress_time_table. Their keys are composed of
the L4 source port (4l.srcport) and the sequence number
(4l.seq_no), which together form a unique identifier for
each packet. These tables enable us to track the ingress and
egress timestamps for every packet, thereby obtaining an
accurate ground truth of W0 in a controlled environment.
Note that while the statistical tables are used in DragonKing
for collecting port-wise bandwidth and packet rate data in
real deployments, the timestamp tables are solely for offline
data collection to acquire true delay measurements for fitting
α.

By replaying real data center traffic traces from [38], we
collect numerous offline samples {W0[i], ρi} (i = 1, 2, . . ., N ).
We then define Xi = ρi

1−ρi so that the model becomes
linear (W0[i] = α · Xi). A least-squares fit minimizes
E(α) =

∑N
i=1 (W0[i]− α ·Xi)

2, yielding α =
∑N

i=1XiW0[i]∑N
i=1X

2
i

.
We deduce α using nine out of ten samples, with the esti-
mated value being 0.001. The remaining samples are used to
evaluate the accuracy of α in estimating W0, and the results
show that the predicted W0 has a relative error below 5%,
confirming the robustness and accuracy of our approach.

V. EVALUATION

We evaluate DRAGONKING using testbed experiments, and
compare it with three most related works that implement
token bucket-based rate limiting on the Barefoot Tofino pro-
grammable switch that equips with switch ASIC Tofino T1
[7]: Nimble [19], RegMeter [21], and SwRL [22].

Testbed Deployment. To evaluate DRAGONKING’s per-
formance, we established a testbed with a high-performance,
multi-functional hardware traffic generator, Spirent testers
[41], directly connected to our system. This setup enables
precise measurements of throughput, latency, and packet loss.

Parameter Settings. Nimble [19] utilizes meter to imple-
ment a token bucket algorithm. It composes the rate limiter
table based on the five-tuple information and the four inherent
parameters (i.e, CB, PB, CIR, PIR). Therefore, each entry
occupies 45 bytes. RegMeter [21] utilizes the register to
implement the token bucket algorithm. The key field is the
same with MeRL, while the value field is composed with 16
bytes total to record the current accumulated tokens of the two
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buckets (CB and PB). The length of token-addition packet is
set to the minimal TCP packet as 55 bytes as described in
[21]. For SwRL [22], there are total 37 bytes needed for each
rate limiter entry as stated in [22].

Bursty Settings. Existing measurement studies [38], [39]
show that approximately 99% of traffic burstiness occurs
within the range of 50µs to 0.5ms, with the duration of 1ms
to 20ms, with bursty rates varying between 50% and 100%
of link utilization (e.g., 50Gbps to 100Gbps). We generate
the bursty traffic following the traffic patterns described in
[38]. The CBS/PBS parameters must be carefully configured
to balance accommodating bursts without overloading servers
or causing unnecessary packet drops. Then given a maximum
100Gbps link, we set the CBS as 10Mb. The PB of RegMeter
is configured to match the CB, also set to 10Mb, as described
in [21]. For Nimble [19] and SwRL [22], which do not specify
PB settings, we configure PB as 1.6× the CB, based on
typical production settings [42], i.e., 16Mb. DRAGONKING
mainly utilizes the backend-pipelines to cache bursty traffic,
with a capacity of around 120Mb [7]. In addition, we vary
the time interval (i.e., from 500µs to 50µs) between the
occurrences of burst traffic to create scenarios with different
degrees of burstiness. This setup is utilized to evaluate the
ablation study of the core component of bandwidth-aware
packet redistribution model of DRAGONKING (as detailed in
Section V-G).

Production Environment Settings. We have integrated
DRAGONKING into a production gateway, ConWeave [37],
to evaluate its end-to-end performance. It is a load-balancing
gateway designed to support high-performance RDMA trans-
missions. We deployed ConWeave [37] on a Barefoot switch
equipped with Tofino1, with the reorder feature disabled. We
employed two servers equipped with Mellanox CX5 RNICs,
which are connected via 100Gbps links to the programmable
switch running ConWeave [37].

MicroBenchmarks. To evaluate the micro-behaviors of
DRAGONKING, (i.e., bandwidth utilization and packet
scheduling performance), we utilize the mirroring capability
of Tofino [7] to replicate the normalized utilization data to an
external server for analysis. Packet scheduling timestamps are
embedded in the IP header’s option field and redirected to the
external server.

Results reveal that:
• DRAGONKING achieves high scalability: it supports

2 millions of rate limiters, outperforming the Nimble [19],
RegMeter [21] and SwRL [22] by 1.9×, 1.6× and 1.9×
respectively (Section V-A).

• DRAGONKING achieves high throughput, 15.7%, 44.5%,
and 14.1% compared with Nimble [19], RegMeter [21],
and SwRL [22] under bursty scenarios (Section V-B).

• DRAGONKING can consistently achieve a high limiting
accuracy of over 99% when limited rates vary from
10Gbps to 100Gbps. Specifically, with a limited rate of
100Gbps, DRAGONKING can improve the accuracy by
75.6% compared with RegMeter [21] (Section V-C).

• In the production scenarios of integrating DRAGONKING
with a typical load balance gateway ConWeave, DRAG-
ONKING can improve goodput by 106.7%, 434.4%, and

Fig. 10. Scalability. The SRAM utilization ratio.

Fig. 11. Scalability. The MAP RAM utilization ratio.

84.5% compared to Nimble [19], RegMeter [21], and
SwRL [22], respectively (Section V-E).

A. Scalability

Among the hardware resources, SRAM and Map RAM
are the most intensively used, while the utilization of other
resources remains low and does not impact scalability. As
depicted in Figures 10 and 11, DRAGONKING consistently
maintains the lowest memory usage as the number of flows
increases from 100k to 1100k. Results show that with 1100k
flows, Nimble [19], SwRL [22] and RegMeter [21] consume
1.34×, 1.31×, 1.88× more SRAM and 4.04×, 2.97×, 1.65×
more MAP RAM compared with DRAGONKING.

The bottlenecks affecting scalability are related to the types
of memory utilized, such as SRAM and MAP RAM. Typically,
SRAM is employed to store the key and stateless parameters
in the value field (e.g., the five-tuples, CIR, and PIR). While
MAP RAM is used to store stateful data, including meters,
registers, and statistical counters. For instance, the bottleneck
resource for Nimble [19] is MAP RAM, where 71% of the
bytes in each entry are stored as stateful data. It is important
to note that DRAGONKING maintains low utilization levels
of both SRAM and MAP RAM to achieve high scalability,
particularly by reducing MAP RAM usage by 87.5% compared
with Nimble [19]. In summary, with efficient resource man-
agement, DRAGONKING can support two million rate limiters
on a single switch, which is 1.9×, 1.6× and 1.9× greater than
the capacities of Nimble [19], SwRL [22] and RegMeter [21],
respectively, thus achieving the goal of scalability.

B. High Throughput

We utilize the metric of goodput to evaluate the throughput
performance of DRAGONKING. Goodput is defined as the
ratio of useful bytes to transmitted bytes within a given time
window. Each flow is set with a fixed limiting rate of 60kbps,
and all flows share a 100Gbps port link. We collect data
on the aggregated goodput of active flows to examine the
effectiveness of rate limiters.
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Fig. 12. Aggregated goodput. DRAGONKING consistently maintains high
goodput. RegMeter performs the worst due to significant control traffic.

Fig. 13. Accuracy. DRAGONKING supports accurate rate-limiting, ranging
from 10 Gbps to 100 Gbps.

Figure 12 shows that DRAGONKING consistently achieves
the highest aggregated goodput as the number of flows
increases from 900k to 1300k. Specifically, DRAGONKING
improves aggregated goodput by 15.7%, 44.5%, and 14.1%
compared with Nimble [19], RegMeter [21], and SwRL
[22] under bursty scenarios. Thanks to the efficient queuing
mechanism, DRAGONKING can retain and forward packets
during bursty traffic periods, unlike the token bucket approach.
The latter drops packets when bursty traffic exceeds bucket
capacity, leading to timeouts, retransmissions, and ultimately,
goodput degradation. RegMeter [21] performs the worst due
to significant token-adding traffic, which wastes forwarding
bandwidth. Note that when the number of flows exceeds
1100k, Nimble [19] and SwRL [22] lack data due to their lim-
ited scalability, whereas DRAGONKING continues to achieve
high goodput.

C. Accuracy

In this experiment, similar to the throughput testing sce-
nario, each flow is limited to 60kbps. All flows share a single
100Gbps port for data forwarding. By varying the number of
flows, we create rate limiting scenarios that span aggregate
rates from 10Gbps to 100Gbps.

Figure 13 presents that DRAGONKING can consistently
achieve a high limiting accuracy with 99%+ when limited
rates vary from 10Gbps to 100Gbps. Note that due to extra
control packets needed by RegMeter [21], given a 100Gbps
port, the maximum achieved rate is around 57Gbps, there-
fore the accuracy of RegMeter [21] is the lowest when the
limited rate is larger than 57Gbps. Therefore, with a limited
rate of 100Gbps, DRAGONKING can improve the limiting
accuracy by 75.6% compared with RegMeter [21]. Note that

Fig. 14. Production. Goodput distribution when rate limit=90Gbps.

Fig. 15. Production. Latency distribution when rate limit=90Gbps.

under bursty scenarios, results show that token-bucket-based
approaches exhibit significant variance due to the suddenly
permitted bursty traffic, while DRAGONKING maintains stable
rate limiting thanks to the efficient packet caching.

D. In Production Environments

Figure 14 presents the end-to-end goodput of RDMA com-
munication traffic. Results show that under no bursty traffic
scenarios, RegMeter [21] exhibits the lowest performance
due to its substantial control traffic. Under bursty traffic
scenarios, all token bucket-based rate limiters experience
significant goodput degradation. Results further indicate that
DRAGONKING can improve goodput by 106.7%, 434.4%, and
84.5% compared to Nimble [19], RegMeter [21], and SwRL
[22], respectively, in bursty conditions. This improvement
occurs because when bursty traffic exceeds the bucket size,
packets are dropped according to the token bucket algorithm’s
scheduling strategy [19], [20], [21], [22], [34].

Similarly, Figure 15 shows the distribution of end-to-
end latency in RDMA applications. Results demonstrate that
DRAGONKING can reduce average latency by 50.6%, 52.2%,
and 50.9% compared to Nimble [19], RegMeter [21], and
SwRL [22] under bursty scenarios. The default go-back-N link
loss recovery mechanism in RDMA NICs [37] means that a
single packet loss can lead to numerous packet retransmis-
sions, thereby incurring significant transmission overhead and
increased latency. In contrast, DRAGONKING buffers bursty
packets in the pipeline, waiting for an opportune moment
to transmit them. Consequently, DRAGONKING consistently
maintains high goodput and low tail latency.

E. Memory Efficiency

Table I shows the hardware resources used by Nimble [19],
RegMeter [21], and SwRL [22] with 700k rate limiters. In
overall, DRAGONKING can save 62.3%, 47.9% and 54.4%
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TABLE I
MEMORY EFFICIENCY WHEN SUPPORT 700K RATE LIMITERS BY

NIMBLE, REGMETER, SWRL AND DRAGONKING

Fig. 16. Microbenchmarks. The bandwidth utilization and packet scheduling
performance under dynamic traffics (rate limit=30Gbps).

memory overhead (the average of SRAM and MAP RAM)
compared with Nimble [19], RegMeter [21], and SwRL [22].
For DRAGONKING, we see that the resource usage is less
than 30% for all types of hardware resources, which is a very
small proportion. While the other approaches consume a large
amount of overhead especially in SRAM and MAP RAM (e.g.,
over 60% SRAM and MAP RAM for Nimble [19] and SwRL
[22] respectively).

F. Microbenchmarks

Bandwidth utilization and scheduling performance
under dynamic traffic scenarios. Figure 16 illustrates
microbenchmark results under dynamic traffic with a 30Gbps
rate limit. The top panel shows that both received and for-
warding rates consistently remain within the preset limit,
demonstrating stable rate control despite significant traffic fluc-
tuations. The middle panel confirms that the bandwidth-aware
redistribution mechanism achieves balanced load allocation
across the four pipelines (Pipe0–Pipe3), effectively preventing
single-pipeline overloads. The bottom panel indicates that
the average relative delay remains low, verifying that the
Virtual Start Time (VST) based algorithm effectively regulates
scheduling to keep actual transmission times close to their
expected values.

In summary, by judiciously selecting the bandwidth moni-
toring and update interval Tb, the system is able to promptly
capture traffic bursts and trigger immediate packet redistri-
bution, ensuring that under dynamic traffic conditions the
forwarding rate strictly remains within constraints while main-
taining balanced load distribution across the pipelines and low
scheduling delay.

Parameter Tb sensitivity. Figure 17 illustrates the impact of
the parameter Tb on performance under various rate-limiting
rates and concurrency scales. Results indicate that setting the

Fig. 17. Microbenchmarks. The sensitivity of bandwidth monitor interval Tb.

Fig. 18. Microbenchmarks. Table update rate and CPU utilization.

bandwidth monitoring period Tb to 5µs achieves the best rate-
limiting accuracy, the lowest forwarding delay, and the highest
aggregated throughput. Specifically, the configuration of 5µs
results in an improvement of up to 7.2% and 28.3% in rate-
limiting accuracy compared to the settings of 1000µs and
5000µs, respectively. Furthermore, the aggregated throughput
is enhanced by up to 11.03% and 30.5%, and the forward-
ing delay is reduced by 97.8% and 99.5% relative to these
alternative configurations.

These performance gains can be attributed to the fact
that a bandwidth monitoring period of 1000µs is near the
threshold of the characteristic burst appearance period (e.g.,
recall that over 90% burst duration is within 1ms and 20ms
[38], [39]). This proximity increases the probability of missing
burst events, which result in some pipelines exceeding their
forwarding bandwidth and subsequently suffering from packet
loss and retransmission. Similarly, a 5000µs monitoring period
leads to a higher likelihood of undetected burst events. This
delay in observation prevents the timely execution of load bal-
ancing across pipelines, which in turn increases the probability
of traffic overflow and packet loss and ultimately degrades
performance.

Control plane table update performance. This evaluation
examines scenarios with different update rates under two
conditions: one where the data plane forwards no packets
(0.5M/s-iso) and one where it is fully loaded with 100Gbps
traffic (0.5M/s-full). Figure 18(a) shows that the Runtime
API-based control plane achieves nearly identical update per-
formance in both scenarios, demonstrating a clear separation
between data and control plane operations. Figure 18(b) indi-
cates that under full-load, overall CPU utilization remains
below 60% while that for control plane entry updates stays
under 35%. Moreover, under an aggregate 80Gbps bandwidth
scenario, Figure 19 confirms that control plane entry updates
do not adversely affect packet forwarding on the data plane.
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Fig. 19. Microbenchmarks. Impact of table update rate on the throughput and
drop rate.

Fig. 20. Microbenchmarks. Sensitivity testing of the step size δ and the
scheduling threshold h.

Sensitivity Testing of δ and h: As shown in Figure 20,
we assess how the step size δ and the scheduling threshold
h affect rate limiting accuracy under varied limiting rates
and burst traffic scenarios. We use the average deviation
from the expected sending time as our metric. Experimental
results indicate that setting δ to -0.025 and h to 40 minimizes
this deviation, achieving optimal performance. Since these
parameters primarily influence the data scheduling module, our
evaluation focuses on their impact on aligning actual sending
times with expectations.

Figure 20(a) shows that an inappropriate step size δ
degrades rate-limiting accuracy. When δ is too large (e.g., set
to -0.005), the front-pipeline’s T0 adjusts too slowly, causing
packets near their deadlines to remain unscheduled in the
back-end pipelines or accumulate excessively in the front-
pipeline. This results in scheduling delays up to 10,000 times
longer than those observed with δ = −0.025. Conversely, an
excessively small δ (e.g., set to -0.045) makes T0 change too
rapidly, which may drive T0 into negative (i.e., invalid) values
or trigger sudden packet bursts that exceed the front-pipeline’s
capacity and lead to packet loss. Both extremes impair the
alignment of actual transmission with the expected send times.

The scheduling threshold h also plays a critical role in the
timing precision of data packets. As shown in Figure 20(b),
When h is set too low (e.g., set to 10), T0 fluctuates exces-
sively, causing frequent preemption of front-pipeline packets
by those arriving from the back-end pipelines and increasing
scheduling delays. Conversely, if h is set too high (e.g., set to
90), the system fails to timely capture packets nearing their
scheduling deadlines in the back-end pipelines, which also
leads to increased delay.

G. Ablation Studies

Figure 21 and Figure 22 show the ablation results for
two core modules of DRAGONKING: bandwidth-aware packet

Fig. 21. Ablation studies on bandwidth-aware packet redistribution.

Fig. 22. Ablation studies on VST-aware scheduling.

redistribution and VST-aware scheduling. DRAGONKING-
W/O PR disables packet redistribution, while DRAGONKING-
W/O Scheduler deactivates VST-aware scheduling.

Bandwidth utilization. Figure 21(a) compares the band-
width distribution among pipelines under various burst
frequency scenarios for DRAGONKING and DRAGONKING-
W/O PR. We use the coefficient of variation (CV) to measure
bandwidth disparities. CV is calculated by dividing the vari-
ance of the bandwidth fractions by their mean. A lower
CV indicates a more uniform distribution and lowers the
risk of overloading any pipeline. This analysis involves only
DRAGONKING and DRAGONKING-W/O PR because only
DRAGONKING employs packet caching to handle burst traffic.
In contrast, schemes such as Nimble [19], RegMeter [21], and
SwRL [22] use token bucket rate limiting that discards packets
when tokens are insufficient. As burst frequency increases,
bandwidth allocation becomes more uneven. Nonetheless,
DRAGONKING consistently achieves a more balanced distri-
bution than DRAGONKING-W/O PR, with the CV reduced by
up to 98.8% under extreme conditions.

Packet drops at the switch. Figure 21(b) shows that
DRAGONKING achieves the lowest packet drop rates at the
switch under various burst frequency scenarios. This per-
formance results from DRAGONKING’s ability to allocate
bandwidth evenly among pipelines during burst traffic. In con-
trast, Nimble [19], RegMeter [21], and SwRL [22] experience
significant packet drops due to token bucket exhaustion, with
drop rates increasing as burst frequency rises.

Scheduling delay deviation. Figure 22 presents the mean
and 99th deviation of packet scheduling times from their
expected sending times over different concurrency levels.
A larger deviation indicates that more packets are delayed,
reducing the precision of rate limiting. The experiments show
that DRAGONKING achieves the smallest scheduling delay
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Fig. 23. Table allocation scheme comparison in term of SRAM and MAP
RAM.

Fig. 24. Table allocation scheme comparison in terms of bandwidth occupancy
and forwarding delay.

deviation at all concurrency levels. This result is due to DRAG-
ONKING’s packet scheduling mechanism with VST, which
promptly detects packets nearing their transmission deadlines
and accelerates scheduling accordingly. In contrast, Nimble
[19], RegMeter [21], and SwRL [22] do not employ a packet
caching strategy or a scheduling mechanism that considers
the expected dispatch time. Under high concurrency or burst
traffic, these schemes drop packets, leading to retransmissions
that further delay dispatch. At a concurrency level of 1100K,
DRAGONKING reduces the average scheduling deviation by
99.98% compared to Nimble, 99.97% compared to RegMe-
ter, 99.93% compared to SwRL, and 87.6% compared to
DRAGONKING-W/O Scheduler.

H. Table Allocation Scheme Comparisons

Figure 23 compares the SRAM and MAP RAM usage
of three schemes under varying concurrency scales. Scheme
(c) uses the least memory, improving scalability by 10.8%
over scheme (a) and by 2.1% over scheme (b). In contrast,
scheme (a) fails when the scale exceeds 1,900k because it
deploys all three tables (the rate limiter table, gate table,
and scheduler table) on the ingress. Since the gate table and
scheduler table require few entries but must each occupy
two separate stages (with less than 10% SRAM usage that
cannot be reallocated), this design results in significant SRAM
wastage. Meanwhile, scheme (b) reserves a few gate table
entries in the front pipeline, leading to slightly higher SRAM
and MAP RAM usage compared to scheme (c).

Figure 24(a) evaluates the three schemes by measuring
bandwidth occupancy, defined as the ratio of effective appli-
cation traffic bandwidth to total port bandwidth. A lower ratio
indicates less redundant traffic and higher forwarding effi-
ciency. The occupancy ratios for scheme (c) and scheme (a) are

nearly identical and are 40.1% and 41.3% lower, respectively,
than that for scheme (b). This disparity is because scheme
(b) recirculates traffic destined for the back-end pipelines in
the front pipeline, thereby increasing bandwidth usage. When
concurrency exceeds 1,000k flows, scheme (b)’s occupancy
ratio reaches 100%, obstructing further traffic forwarding.

Figure 24(b) shows the packet forwarding latency on the
switch under varying concurrency levels. When concurrency
exceeds 1,000k, scheme (b) suffers from packet loss and
retransmission due to its lower forwarding efficiency, leading
to latency increases of up to 40,000 times compared to
scheme (a) and scheme (c). Meanwhile, scheme (c) exhibits
5.25% higher latency than scheme (a) because traffic in the
front pipeline must be rerouted to the back-end pipelines for
gate table matching. This minor additional delay is accept-
able.

In summary, scheme (c) offers a 10% improvement in
concurrent traffic capacity compared to scheme (a), a 40.1%
reduction in bandwidth occupancy relative to scheme (b), and
a 99.9% reduction in forwarding latency. Based on these
performance benefits, scheme (c) has been selected as the final
table entry allocation strategy for DRAGONKING.

VI. RELATED WORK

Rate Limiters on Programmable Switches. MeRL [20]
and Swish [43] rely on the native meter function for rate
limiting, a simple approach that suffers from poor scalability
due to limited hardware entries. While RegMeter [21] and
SwRL [22] attempt to improve scalability using registers
or timestamp-based interval calculations, they introduce sig-
nificant bandwidth or processing overheads. Consequently,
existing switch-based solutions fail to balance performance
metrics. In contrast, DRAGONKING simultaneously achieves
high scalability, throughput, and accuracy.

Rate Limiters on FPGAs. FPGA-based systems like
SENIC [24] and PIEO [23] leverage the accurate WF2Q+
algorithm, with Tassel [11] further optimizing transmission
efficiency via batching. Harmonic [44] employs backpressure
for RDMA but risks congestion spread. However, these FPGA-
specific designs do not address the architectural constraints
of programmable switches. DRAGONKING bridges this gap
by effectively implementing WF2Q+ on commodity switches
through a novel packet redistribution and scheduling design.

Rate Limiter Algorithms. Various algorithms aim to
enhance efficiency but face hardware compatibility issues. BC-
PQP [45] optimizes token buckets dynamically. PIFO [46]
and vPIFO [47] offer programmable scheduling but require
hardware features (e.g., programmable buffers) unavailable in
standard Tofino switches. Although SP-PIFO [48] approxi-
mates priority scheduling on standard hardware, it lacks the
precise timing control necessary for strict rate enforcement.
Finally, CMDRL [25] focuses on distributed rate-limiting,
which is orthogonal to our approach.

VII. DISCUSSION

Queue Pausing and Resuming Features in Tofino2. The
ASIC Tofino2 [49] supports fundamental buffer actions like
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queue pausing and resuming, which ConWeave [37] leverages
for packet reordering within the data plane. However, the
limited number of queues capable of these actions poses
scalability challenges on programmable switches. Addition-
ally, Tofino2’s higher cost compared to Tofino1 makes the
latter more attractive for many cloud providers. ConWeave
also notes that the pause and resume functionality primarily
aids reordering when data is mostly sequential with few out-
of-sequence packets. In highly disordered scenarios, such as
sorting by packets’ VFT in WF2Q+, this method may not
effectively sort packets, potentially leading to increased delays
and buffering overhead.

Algorithm Generality. The proposed packet grouping and
sliding approach can be adapted for use on FPGAs and servers.
For FPGAs, leveraging the platform’s parallel processing
and custom hardware logic is crucial. Internal memory like
BRAM can be organized into smaller front-buffers for ready-
to-dispatch packets and larger back-end buffers for others.
Adjustments to the packet sliding timer are necessary to
match the platform’s minimum processing times. On servers,
utilizing multi-threading and multi-core processing enables
concurrent handling of multiple data streams. Implementing
dynamic buffer sizing through a traffic-aware packet redistri-
bution strategy helps adapt to varying network loads, ensuring
optimal performance during high traffic conditions.

The importance of switch-level rate limiting for cloud
gateway deployments. Switch-level rate limiting is critical for
cloud gateways due to its ability to handle Tbps-scale traffic
with minimal impact on normal flows [28], a capability that
server-based solutions using 100Gbps NICs struggle to match
without complex state synchronization and increased jitter.
While hybrid approaches combining coarse-grained switch
filtering with fine-grained server control offer potential benefits
for specific scenarios like DDoS defense [12], this study
focuses primarily on the inherent advantages of switch-level
implementation to ensure high-performance traffic manage-
ment at the network edge.

Strategic decision efficiency as link bandwidth increases.
DRAGONKING employs a 5µs decision window that effec-
tively manages congestion even as link speeds scale. Extrap-
olating from prior studies [38], [39], a 3.2Tbps link would
exhibit burst durations of ≈ 31.25µs, still allowing the 5µs
window at least six measurement opportunities for prompt
mitigation. Given current industry upgrade cycles [50], [51],
this ensures viability for the next 6–8 years. Furthermore,
emerging switch architectures [4], [52] that replace PCIe with
high-speed Ethernet channels promise to reduce the detection
window to 200ns, extending DRAGONKING’s practicality to
50Tbps networks and securing its relevance for nearly two
decades.

VIII. CONCLUSION AND FUTURE WORKS

This paper introduces DRAGONKING, a novel rate-limiting
system that utilizes a multi-pipeline sorting and scheduling
approach to implement WF2Q+. DRAGONKING enhances
scalability and throughput while maintaining high precision
by effectively distributing bandwidth across various pipelines,
which enables prompt packet scheduling. DRAGONKING has

been deployed and tested on the Barefoot Tofino switch.
Results show that DRAGONKING can manage up to two mil-
lion entries and achieve throughput at line rate, doubling the
performance of traditional token-bucket systems. Additionally,
DRAGONKING maintains over 99% accuracy.

In the future, there are multiple directions to be explored.
First, we aim to expand DRAGONKING beyond active/standby
deployment scenarios to include multi-active deployments.
Second, we plan to enhance DRAGONKING with more
sophisticated and diverse rate-limiting features, e.g., enabling
preemption priorities for tenants.
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