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Abstract  Recent years have witnessed the deep integration of embedded systems and wireless
networked systems such as computational RFIDs and embedded sensor networks. These systems
comprise of tiny embedded chips, low-power radios, and various sensors. They allow for an
instrumentation of the physical world at an unprecedented scale and density, thus enabling a new
generation of monitoring and control applications. Traditionally, these systems are highly
application customized because of their resource constraints. Customized systems have the
benefits of easy developments and good performance. They are, however, not a good {it for wide
deployments in the future. If these systems were highly application dependent and inflexible to
upgrade, our technical innovations will be severely hindered since the replacement of a large
number of sensor products take a long time. This situation would be similar to today’s Internet
where the deployment of a new protocol is not easy. This calls for a software defined architecture.
Software-defined network has been a hot research topic for the networking community. Software
design for sensor networks has many differences from the Internet. Most importantly, sensor

networks are primarily used for information gathering while the Internet is primarily used for
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information transportation. Moreover, sensors are characterized as resource constrained due to
the small form factor, limited battery supply, and low prices. In this article, we focus on the
design of software-defined architecture for wireless sensor networks. The technology of traditional
software-defined network mainly focuses on how to make the routing behavior software-defined.
Software-defined sensor networks focus on not only software-defined routing, but also other
aspects such as software-defined sensing. For the design of a generic and efficient software-
defined sensor network architecture, we first examine some major challenges, e. g. , the design of
a generic software-defined architecture, efficient allocation of resources, rapid update and real-time
control, maintenance of network consistency, etc. Among these challenges, the design of a
generic software-defined architecture for sensor networks is especially important, and it is the
basis for controlling the network in a flexible way. The efficient allocation of resources, rapid
update and real-time control, and maintenance of network consistency are also key challenges in
implementing software-defined sensor network. The challenge of security already exists in
traditional sensor networks as well as the Internet. However, how to design a secure and lightweight
security mechanism in software-defined sensor network faces new challenges. To address part of
the above challenges, we review some useful techniques. Then, we also present a novel taxonomy
for software-defined sensor network according to different abstractions of functionalities,
including software-defined sensing, software-defined routing, software-defined measurements,
software-defined debugging, and others. The purpose of this article is to summarize the current
designs in software-defined sensor network, so as to explore a larger research space in this
direction. In the end., we also summarize some possible future directions, e. g. , the possible
combination of wireless reprogramming and remote debugging, and the design of agile program-
ming model. In the future, we believe that a well-designed software-defined sensor network
architecture can greatly facilitate software development for deployed networks, allowing rapid
technical innovations.

reprogramming; network

Keywords software-defined network; wireless sensor networks;
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NETAD! ! (Network Traffic Anomaly Detector)
S — P RE T RE DU S 8 A S T 2 U A I R
Z YUk B UL Z AT 20 B AR EALR 6 Sk E 1Y
BRI AR AL H i R Mok T — A &
Bl T 46 9 JLAS 3% 22 19 B0 £ 5 14 12 LA 20 1 UK
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PIRR S Ry, i 2 PR o TRWCB 5336 AU R

@ DefenseFlow. http://www. radware. com/SiteCode/ Tem-
plates/PressReleaseDetail. aspx?id=1631514
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greatly simplified.

In this article, we conduct a survey on the design of a
software-defined architecture for embedded sensor networks.
We present a novel taxonomy for software-defined sensor
networks according to different abstractions of functionalities.
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architecture. To address these challenges, we summarize
some useful techniques. We believe a SDSN architecture can
greatly facilitate software development for deployed networks,

allowing rapid technical innovations.





